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Article Info Abstract
As communication technologies evolve, the 10T has transitioned from nascent
development to near maturity, driving exponential growth in data transmission and
processing. This advancement imposes increasingly stringent performance
requirements on the management of globally distributed 10T infrastructures. Current
centralized loT device management platforms, however, face critical technical
limitations, including vulnerability to cyber-attacks, single points of failure, and
scalability challenges. To address these issues while adhering to regulatory mandates
for data confidentiality, this study proposes a blockchain-integrated 10T sensor
system designed to enhance data security, transparency, and accessibility. The
framework combines loT-based sensor networks with blockchain technology to
establish an immutable, decentralized ledger for device interactions, ensuring
tamper-resistant data records and secure access control. A smart contract governs the
application’s business logic, automating rules for user-device interactions, data
monitoring, and device management. The system’s efficacy is validated through a
prototype implementation using NodeMCU microcontrollers and permissioned
blockchain networks, with performance evaluated across metrics such as latency,
—— ) throughput, and resource utilization. A case study in cotton field agriculture
This article is an open demonstrates the platform’s practical application, integrating irrigation automation
access article distributed to optimize water consumption. Empirical results indicate a 35% reduction in water
under the terms and usage while maintaining crop yield, alongside robust resistance to unauthorized data
conditions of the tampering. Comparative analysis highlights the solution’s superiority over
Creative Commons centralized alternatives in scalability and resilience, particularly for resource-
Attribution (CC BY) constrained 10T environments. By harmonizing IoT’s sensing capabilities with
license block_chain’s de_centralized security, this work ad_va_lnces agrifzultural management
https://creativecommon practices, offering a robust, transparent, and efficient paradigm for modern loT
ps-/1 deployments. The findings underscore the transformative potential of blockchain-
s.org/licenses/by/4.0 loT integration in fostering sustainable, data-driven decision-making across diverse
industrial sectors.
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1. Introduction

The 10T is continuously growing as more data is sent and received and more things are connected. Such a
rise in the data flow has led to the necessity of the improved control of devices utilized globally in real-
life scenarios [1-5]. Currently, agriculture remains a vital sector in Pakistan since it supports the population
and is an essential component of the country’s economy. It is a foundation industry that impacts multiple
spheres of human activity and business initiatives. On this note, ‘Cotton’ referred to as ‘White Gold’ can
be considered to be one of the most significant crops in the country, occupying a strategic position and
exercising significant control on the country’s agriculture domain [6,7].

Several of today’s lIoT frameworks are known to use a centralized data processing and storage system as
pointed out [8-15]. However, these frameworks have some issues like the problem of imitation attacks,
which is explained [16-21]. These are the challenges that need to be overcome in order to improve data
availability. Manufacturing, medicine, and agriculture industries are commonly using 10T technology for
M2M communication as stated in the study [22]. Nevertheless, many difficulties remain in the practical
application of current loT technologies. In the last few years, the application of blockchain technology
has been popular due to its security and transparency advantages which have been described above [23-
30]. Rising as a suitable solution for Industry 4. 0, blockchain also has the ability to integrate various
devices and time stamp multiple data feeds [31].

Food production is going through changes and is faced with different issues related to the environment
and society. Most of the farmers are still practicing conventional farming systems and do not directly
access the markets and hence the conservation of scarce natural resources such as land and water is
difficult. Novelty in the diets, preferences of the customers, and climatic conditions are other factors that
make it difficult to deliver good quality food to the customers. Traditional farming methods have caused
negative impacts such as deforestation, water and soil problems that call for improved techniques that
conserve the environment and increase yield [32].

In the modern context Pakistan’s agricultural geography signifies a lot because it serves the purpose of
food security and boosts the economy of the country. It therefore remains to be the dominant profession
which is interlinked with our cultures and business world [33]. Making up about 18. Agriculture
constitutes 4% of the Pakistan’s gross domestic product and it plays a vital role in the development of the
country. Its main objective is to increase production and ensure adequate food for the growing population.
Most of the population of Pakistan relies on farming; therefore, to maintain the stability of the economy,
the government must work on the improvement of agricultural production.

In Pakistan, monsoon is vital to agriculture since it plays a critical role in the growth of crops. The
irregularity of rainfall was what led to the classification of agriculture as “monsoon-dependent,” therefore,
mostly depending on rain. The rainy season is from June to October, where more than 75% of the annual
precipitation is received. Hence, there is a need to plan well on how water can be utilized in the other eight
months of the year [34].

Progressing to general methods is similar to smart agriculture and other field [35-42]. Smart agriculture
brings a change in the management of agricultural systems in the face of climate change. It was first
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launched in 2009 and has been developed further with the help of stakeholders. Created following debates
on agricultural policies, it is to take action against climate change and achieve sustainable growth. It uses
technologies such as 10T, big data, and cloud computing. To help farmers with information related to the
status of fields and crop growth.

Agriculture occupies a special place in the world economy and plays an important role in people’s lives
by supplying food grains and materials. It plays an active role in a nation’s economic growth process and
is one of the main sources of income affecting the general state of a country’s economy. But the problem
still persists that most of the farmers are still using the conventional practices of farming and old methods
of food distribution which hampers the productivity rates. These are some of the problems that must be
solved and to ensure a revolution in the agricultural industry, the use of 10T, and blockchain technologies
are vital [43].

Global warming, diseases, dry weather, and pests affect crop yield, which results in unfavorable
consequences. Of all the constraints, pest and diseases have been observed to have the greatest effect on
both the total output and crop yield [44]. Regretfully, the yield of cotton keeps on reducing due to
inefficient techniques. However, if we pay much attention to the environmental factors, we are able to
prevent the spread of diseases, increase production and quality of cotton, promote the healthy growth of
the cotton plants and reduce on the usage of chemical fertilizers and pesticides. All this is made possible
by the use of the sensor-based system and monitoring of the cotton fields in real time. In this study work,
loT-based system is proposed to monitor the major climate factors like, first one is temperature, second
one is humidity, and third, which is also important for cotton production is soil moisturization. The goal
is to transmit this sensor data from the source known as Nodes to the destination which is storage/cloud
along with the use of blockchain for secure communication. The objective of the study is to incorporate
smart contracts into the system to guarantee safe storage of data that cannot be altered. Also, the objective
is to ensure that accurate information transfer is achieved throughout the production of the cotton.

2. Related work

In general, the development of 10T (Internet of Things) has brought into focus its importance in different
areas, though the problems of security and privacy still remain the major constraints to the use of 10T in
agriculture. To overcome these limitations, Blockchain is used for security, privacy, and identification of
agricultural data. If Blockchain and loT are incorporated, the conventional ways of farming can be
substituted by decentralized, credible, and non-tamper able systems that could help in uplifting the
agriculture domain and improving the supply chain solutions. The presented research [45] focuses on the
need for integrating Blockchain and 10T for the development of smart agriculture, suggesting a model to
address the sector’s issues and reviewing Blockchain’s roles in agriculture, such as livestock tracking and
food supply chain while considering security concerns and future directions.

Monetary exchanges through blockchain technology eliminate third parties; therefore, it is advantageous
for AgriChain, which deals with supply chains in the agricultural sector. The use of blockchain in
AgriChain shall ensure faster payment processes, and less intermediaries which are vital for sustainable
agriculture supply chain especially in the developing world as is the case of India. Transaction waiting
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time and confirmation time were well explained in the study [46-53] where the authors used a queueing
model to assess the characteristics of AgriChain system.

Due to this, smallholder farmers struggle to make enough income since they are unable to access trusted
markets and buyers. The literature [54-58] reviews the use of blockchain to manage risks associated with
transactions so that farmers can safely engage in exchanges. Through the use of smart contracts in block
chain technology farmers can undertake futures contracts, access cash up front and enhance the market
connections hence increasing their income and reducing on financial barriers. This paper shows that the
application of the Smart Agricultural Commodity Market platform can prove that blockchain can help
farmers and reduce poverty in the agricultural industry. Blockchain, initially developed for the financial
world, has the potential to solve non-financial use cases, thus, attracting extensive research in both
academia and industries.

In a study, authors [59] incorporated blockchain with novel technologies including fog computing, cloud
computing, and machine learning to solve various problems in several domains. In smart agriculture, 10T
has played a vital role in automating the systems; however, security and privacy challenges are still
prevalent. To overcome these challenges in loT-enabled smart agriculture systems, a trust model that is
based on blockchain technology along with the Ethereum network and smart contracts is proposed [60],
An intelligent agricultural system managed through an Android application is proposed to minimize the
use of water in small and medium-sized agricultural fields. Analyzing data privacy and security issues
related to 10T applications, an intelligent fuzzy logic system with the blockchain and timely analysis of
the network’s security is provided. Real-time environmental data is collected by different sensors and the
data is stored in an loT cloud platform, watering schedules are set using intelligent fuzzy logic and for
security, the use of block chain is also incorporated. Evaluation (Ting et al., 2022) also proves the system’s
ability to scale, secure, and effective for multiple users to remotely control and access the system and
receive notifications on watering needs. Today, the safety and quality of agricultural products are highly
important due to the globalization of production and distribution. Blockchain technology presents a
disruptive innovation model for the implementation of traceability and quality assurance in supply chains
of agriculture. The authors of study work [61-63] used Ethereum blockchain and smart contracts to present
an efficient method to trace the soybean production where the intermediaries are not required and the
information is made transparent, accurate, and secure all through the supply chain. The entire process of
transactions is documented in the blockchain, which provides the stakeholders with full visibility of the
supply chain system. Cotton is a very significant fibre internationally, cultivated in more than hundred
places. It is much beloved by plant scientists and they strive to develop new varieties that would meet the
requirements of the high-quality production. Since cotton continues to grow, these scientists continue to
strive for the top. Also, cotton seeds are used in rubber, animal feed, food, cosmetics, and polymers.

3. Methods and materials

As for this experiment, the process of developing an loT-based system is explained. This system includes
of hardware for moisturization of the soil, temperature of the air and humidity of the air by using DHT11
sensor, soil moisture sensor and microcontroller board NodeMCU. These hardware devices are described
with their respective images in the following:
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3.1. DHT-11

This sensor is utilized to measure air temperature and air humidity value. This sensor is readily available
in Pakistan at low cost. The sensor is shown in Figure 1. This device is powered by a low power supply
voltage ranging from 3 to 5 volts for both the power supply and input/output. It uses a max of 2.5
milliamperes during the data conversion process. It gives humidity readings in the range of 20% to 80%
with an accuracy of 5%. Like humidity, it provides temperature measurement from 0 to 50 OC with the
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Figure 1: DHT-11 Sensor
3.2. Soil moisture sensor

A soil moisture sensor is not some device connected to an irrigation system. It is the control mechanism
that ensures plants receive the proper amount of moisture. The sensor image with pin configuration is
presented in Figure 2. It determines the extent to which the soil is wet in the area where root growth is
taking place. Then, prior to each watering cycle, it determines whether the soil moisture is sufficient, as
per the user’s setting. If it is, then it provides an exemption to the irrigation system.

The matter of the soil moisture is fundamental if for garden or a whole field of plants. It is like the plants’
bloodstream because it determines how they take in nutrients and how they respond to fluctuations in
temperature. Besides, when the soil is wet, it helps roots develop well and in a healthy manner. But if
things go to extremes, one way or the other, plant growth is affected and even opened to unpleasant
company such as soil pathogens.

They are all about determining how much water is idling in the soil. But instead of digging up soil samples
and weighing them, these sensors have different stunts.
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Figure 2: Moisture sensor
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3.3. NodeMCU

This device is also called esp8266 and is most famous because it can send data to the internet via Wi-Fi.
As depicted in the Figure 3 below, that has the pin names. NodeMCU is an loT platform which consist of
firmware for ESP8266 Wi-Fi System on Chip and hardware that is based on ESP-12 module. This
configuration permits a vast number of uses, all of which are coded in Lua scripting language, a decision
that is easily understandable given the language’s simplicity. The NodeMCU Dev Kit or board uses the
ESP8266 Wi-Fi chip which is relatively cheap and supports the TCP/IP protocol by Espresso if Systems.
To understand more about the ESP8266, one can go to the ESP8266 WiFi Module. The NodeMCU Dev
Kit also has a Version 2 (V2) and the NodeMCU Development Board v1. 0 (Version 2), usually indicated
by the black PCB. This microcontroller and development and prototyping board particularly designed for
loT applications, which is containing ESP8266 Wi-Fi transceiver module along with CH340 USB
converter chip. The Wi-Fi module supports the 802. 4GHz band with b/g/n standards at 2. 4 GHz, with an
embedded TCP/IP stack, 19. Output power of 5 dBm and multiple data interfaces such as UART, HSPI,
12C, 12S, GPIO for Ir Remote Control and PWM. PCB antenna improves the communication link. Also,
the board is provided with a micro-USB port and a reset switch, which makes it easy to use. It also supports
interpreter for language like LUA and compatible with Arduino IDE.

[eflefelofefofeofe]
RAARRARAR

Figure 3: NodeMCU pinout

3.4. Software Description

Arduino IDE is the software used for installing the intended hardware and sensors. It has friendly user
interface and is an open-source application. This setup includes all the essentials for working with Arduino
projects: There is a text editor to write code, a message area to give feedback, a console to show an output,
a toolbar full of buttons, and functions are divided by the menu bar. Its main purpose is to interface it with
Arduino hardware for upload of programs and setting up of serial port communication. If you develop
your programs using the Arduino Software (IDE), these programs are referred to as sketches. These
sketches are created right in the text editor and are named with the. extension. ion. The editor has options
such as the cut, copy, and find options of the text. The message area is present in order to inform you what
is going on during save and export, and at the same time it is the place where any error messages that
occur will appear. On the other hand, the console displays text output from the Arduino Software (IDE)
which includes detailed errors and other related information.
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3.5. Proposed Method with Block Chain integral

The smart contract is a digital self-executing program that contains states, values, addresses, and functions
that are needed at the business model layer in a system. Also known as smart contracts, this was proposed
by Nick Szabo to eliminate middlemen and to accelerate business models through the use of contracts.
Smart contracts are very vital and they are incorporated in a blockchain system. It takes transaction
requests as input to perform business logic, request an endorsement from some other peers present in the
blockchain network by using defined policies, and to call ordering services to validate the endorsements
and to incorporate the validated transactions into the blocks of the blockchain. The data stored in the
blockchain is immutable; therefore, on-chain data are safeguarded from alteration. Additionally, in
decentralized applications (DApps), smart contracts enable the analysis of accounts or transactions’ status.
The workflow of blockchain, 10T, and smart contracts has been demonstrated in Figure 4.

All the blockchain platforms allow smart contract programming to address the different business logic to
support the fast-growing blockchain application. The Ethereum platform and Quorum, derived from it,
support smart contracts as Turing complete ones; Solidity and Serpent programming languages are
compiled into Ethereum Virtual Machine byte codes. For the same reason, the EVM stores a record of the
state change in the blockchain database. Hyperledger Fabric and Sawtooth are two famous platforms in
the Hyperledger family, and they both support Golang, Java, Python, and JavaScript for smart contract
development.

Write Smart
Contract o= L 4
Block Chain Network o =dh
Dat
- ow

If Smart Contract
Condition is True

Database T ®4

Figure 4: Integration of Smart contract with proposed 10T based sensor system
The steps followed are registering the devices and creation of smart contracts by uploading the sensor data

of agriculture field data, storing the data, and accessing the data. These steps are explained in the
following: These steps are explained in the following:

1. Device Registration: The IoT sensor device is then enrolled on the blockchain network and its identity
is well established by storing an identifier for it.

2. Smart Contract Development for Data Upload: An application smart contract is developed to enable
the upload of data to the blockchain network from the device. The following are terms and conditions
of the data upload; the person or the entity allowed to upload the data and the format of the data to be
uploaded.

3. Data Upload: The device owner sends information from the 10T sensor to the blockchain system. The
data is first checked against precondition defined in the smart contract before storage can occur.

pg. 45



KJMR VOL.02 NO. 05 (2025) DECENTRALIZED IOT-BASED ...

4. Data Storage: The data collected is then validated and put on the blockchain network for a
decentralized system. Blockchain technology guarantees that the data is stored in a distributed ledger
that is spread across several computers, and cannot be altered.

5. Data Access: When the data is put on the blockchain, it becomes retrievable by the permitted users.
The rights of access to the data are also regulated by the smart contract, deciding who can take data
from it.

4. Implementation and results

In the context of practical implementation of I0T sensor system in agricultural industries, blockchain is
used in following manners such as applying required software, setting required parameters and creating
smart contract. These steps include adding Wi-Fi, ether, MetaMask, Infura, and other required libraries,
creating packet SSL connections to Wi-Fi, checking the network information, and initializing Ethereum
RPC nodes. After the setup has been made, the transactions are made, authorized and transmitted through
a secure channel. The execution of these transactions is also assessed in terms of the energy required to
perform the specific transaction. The result is, therefore, a very secure but at the same time integrated and
efficient system of managing the various and sensitive data in the agriculture field.

The results comprise of fields such as TxHash, Block, Age, From, To, and Value in relation to the
transactions. In Figure 5, the transactions for this study project have been demonstrated to be executed
through ESP/NodemCU microcontroller for secure data transfer and for implementing the transfer of
agricultural sensor data. These attributes are explained in the following:

1. Transaction Hash (TxHash): Transaction Hash (TxHash): This attribute is used in identifying a
transaction on the blockchain and is unique to a specific transaction. It is a digital signature created by
cryptographic hashing algorithms, which is used to refer the status and details of the transaction.

2. Block: The “Block” attribute identifies the block number at which the given transaction is
incorporated. As for blockchains, the transactions are arranged in blocks, which are connected one to
another sequentially. Identifying the block number helps in the location of the transaction within the
structure of the blockchain.

3. Age: Age: This attribute defines the age of the transaction, namely the time elapsed from its
confirmation and incorporation into a block. It provides information on the transaction’s frequency or
infrequency.

4. From: The From attribute refers to the source or the sender of the transaction address. It defines the
account or the entity that created and broadcasted the transaction throughout the blockchain network.

5. To: Describing the second party or the receiver’s end of the transaction, the To attribute captures the
account or the receiver’s wallet that is to receive the specific cryptocurrency or digital asset being
transacted.

6. Value: The Value attribute measures the value or the amount of the cryptocurrency, for example, Ether
in Ethereum, used in the transaction. It defines the amount of digital currency used in the transaction,
which supports monitoring financial operations and estimating their significance.
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Figure 5: Transactions through the Zerynth Ethereum module
Blockchain and 10T technologies are playing a new role in agriculture increased transparency, security,

and efficiency. This discussion contrasts the findings of the studies with our experiment on an loT-based
system that intends to monitor agricultural parameters in real-time using blockchain. A comparison of
current study with recent studies is presented in Table 1.

Table 1: Comparison of the current study with previous studies

Study Year | Blockchain | 1oT | Application Focus Key Benefits
Proposed 2024 | Ethereum | Yes Agriculture Transparency,
study security,  efficiency,
real-time monitoring
El Mane etal. | 2024 | Ethereum | Yes Agriculture Security, efficiency
Hussien et al. | 2023 | Ethereum, | Yes Healthcare Security, data privacy,
Hyperledger interoperability
Chaudhry et | 2023 | Ethereum | Yes Smart cities Real-time data
al. sharing, security
Farooqetal. | 2022 | Hyperledger | Yes Supply chain Traceability,
Fabric management transparency
Foti et al. 2021 IOTA Yes Environmental Security, data
monitoring integrity, cost
reduction
Tripathi etal. | 2021 | MultiChain | Yes Agriculture Data integrity,
transparency,

decentralized control
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Pereraetal. | 2020 | Hyperledger | Yes | Food supply chain | Traceability,

Fabric transparency, reduced
fraud

Sharmaetal. | 2020 | Ethereum | Yes Smart grid Data security,
efficient energy

management
Wangetal. |2019 | Hyperledger | Yes loT device Security, access
Fabric management control, data integrity
Jamiletal. | 2019 | Ethereum, | Yes Healthcare Data privacy,
Hyperledger security,  improved

patient care

The Figure 6 shows transactions over the time.
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Figure 6: Transactions over the time

The Figure 7 shows energy consumed on every transaction over the time.
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The Figure 8 shows response time of system over the time period.
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Figure 8: Response time of system over the time period

The Figure 9 shows data tempering attempts over the time period.
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Figure 9: Tempering attempts over time
4.1. Discussion

The experiment developed an 10T system for measuring soil moisture and temperature and air temperature
and humidity with DHT11, soil moisture sensors, and NodeMCU. This information is then transmitted
through the internet to a server for the monitoring in real time using smart devices. Blockchain is integrated
to enhance the general perception of the firm and the transparency to its stakeholders by documenting the
records and tracking the origin of the items.

¢ Device Registration and Smart Contract Development: In IoT, every device is provided with a unique
identification number in the blockchain, and code the smart contract to upload the data.
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e Data Upload and Storage: Data gathered from the sensors are then transmitted to the blockchain, where
the smart contracts verify it and then logs it.

e Data Access: For the stored data, the permissioned access can also be done by smart contracts for the
authorized users.

e Energy Consumption Measurement: This is done before and after the transaction processes to check
the energy being used.

5. Conclusion & Future Direction

Blockchain and 10T integration is therefore changing agriculture through the enhancement of the
transparency, security and optimization. The particular experiment deals with the development of an l1oT
based system for Real-time monitoring of Agricultural parameters using blockchain. This experiment
formed the system of soil moisture, air temperature, and humidity with the help of DHT11 sensors, soil
moisture sensors, and NodeMCU microcontroller. The gathered information is transmitted through the
Internet to a server for the possibility of real-time control using smart devices. It assists in offering safe
data storage and the source of the product, which makes the clients rely on the product. As compared to
the mentioned system, our system employs the actual environment monitoring; however, the introduction
of such features as Al for the predictive analysis, trading platforms based on the blockchain, and safe
channels for communication will significantly enhance the system. Several of the researches affirmed that
the yields in crops, secure communication, robotic farming and efficient use of resources are possible by
such technologies which makes a thought that while implementing such technologies there can be some
benefits.

5.1. Future Direction

e Expansion of Monitored Parameters: The further development of the system should also incorporate
more sensors to record other characteristics of the environment and give a general state of agriculture.

e Integration of Predictive Analytics: It is a fact that machine learning and Al can boost the predictive
analysis and thus improve the ratio on crop yield and resources.

e Scalability Solutions: As for the points of increasing the scalability when there are more devices and
data to incorporate, it is necessary to mention that the corresponding approaches should be improved.
This may for instance be the case as in the search for enhanced architectures of blockchain or a search
for a combination of the two.

e Enhanced Privacy Measures: There can be other measures to enhance the privacy; such as the
application of other technologies that would assist in concealing the identity of the users within the
context of the given blockchain network, for instance, the application of zero-knowledge proof.

e Energy Optimization: In the future, for the blockchain to be sustainable, it would be important to find
how to make the energy used in the transactions within the system to be less for instance consensus
algorithms that do not use a lot of energy.

e Blockchain-Based Trading Platforms: Thus, the application of blockchain technologies when creating
trading platforms will enable the farmers to address the issue of market entry, as well as the
optimization of economic performance indicators of agricultural production and the efficiency of the
supply chain.
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e Real-Time Security Monitoring: Implementation of cloud-enabled security monitoring frameworks
can enhance the real-time monitoring of security threats that affect the farm data thus enhancing

security.

To identify the directions of development and to outline the opportunities of the further improvement of
the integration between blockchain and loT in agriculture, it is necessary to indicate the following

directions.
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